FW: (i 2 1 A1 1R 2 W 5RANSOM_WANA. AT B DL K ..

F 5 FW: s s s A 5oi #1 2m 5 RANSOM_WANA AT 82 DR AR 558 SRS
f¢: "alan" <alan@mail.cyhg.gov.tw>

HHEH: 2017/5/14 4 07:50

#: "FH{HF" <linuns@mail.cyhg.gov.tw>

— [¥rmsE A 82 ERANSOM_WANA.A.eml

FE 5 FrnsE A £ 2 EERANSOM_WANA.ATEE DL S B R P S
#E: BERY <info@edmb2b.trendmicro.com>

HHH: 2017/5/13 E4- 11:40

#: alan@mail.cyhg.gov.tw

201745 H13H
I EMSRANSOM_WANA A E LUK 82 R 11 PRI

BRARRBIREMWEZRMASE WCRY (WannaCry ) EEIKES MR EEYS - WEBR)EZES -
DER BRI RBEEHEMARNLZEHI5R - MS17-010 - Eternalblue - MtZ 2 455 R %
Shadow Brokers # i E TEAERH -

ASENIBREREEERNE RFREARLUER WCRY $1 RBESEHNEE R THSHEEEN :

o EFEMS -

http://blog.trendmicro.com/trendlabs-security-intelligence/massive-wannacrywcry-

ransomware-attack-hits-various-countries/

o AmBEEM :

https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/Ransom_Wana.A

BAREENZILRNBZHHENNMRLZEMSH - FEFPEB GPO HEHMIRESIRFEF
SMB - It5h - HPEEXRELRFEARLESTNERE - LEHRRZEMTHR MS17-010 1HE
Nz 2 M EHEL -

BEARNNERCRERIEN - 654 - GRS - BE  ARZESEFRAEANEUEREUHES
EEBEEANRR - EULEE L - HPCEHHERNTEBSHRARERENREED

o SREEME T —HRIM
BRRKE FFERARMRAE OfficeScan 8 WorryFree Business Security s5fR SR " FEAIM
H2RE R | IN8E ( OfficeScan XG AR - Worry-Free Services * CloudEgde ) IR FTBE B8 R F
FHHHARLEINRE - MR EEMFSE LRI KB 3X&Ehttps://success.trendmicro.com
/solution/1112223
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o ElnmeEh- 13.399.00
o E#imiERE- 13.401.00

o BRRMEFEENZMRE (Web Reputation Services - WRS ) EMIA B a8 < EHIEIAR S
( Command and Control servers - C&C) -

o B2 A% Cloud Edge EFAEEREMULERL THREA]
o IPS Rules 1133635, 1133636, 1133637, 1133638 SMB Microsoft MS17-010 SMB
Remote Code Execution -

o BRI Deep Security £ Vulnerability ProtectionE# 1 7 i IREARAIER - ZEmES
BRIMN L ERZ&EMIERIERRN
o IPS Rules 1008224, 1008228, 1008225, 1008227 Includes coverage for MS17-010
and some specific protection against Windows SMB remote code execution

vulnerabilities

o BEARIEL Deep Discovery Inspector® B iEms o B A N R A B2 BRI CRCELR
o DDI Rule 2383:CVE-2017-0144 Remote Code Execution SMB (Request)

o BRI TippingPointE FrEER D E ML T ARE!

o Filters 5614, 27433, 27711, 27935, 27928 Includes coverage for MS17-010 and some
specific protection against Windows SMB remote code execution vulnerabilities and
attacks

© ThreatDV Filter 30623 - helps to mitigate outbound C2 communication

© Policy Filter 11403 - provides additional protection against suspicious SMB

fragmentation

BARRINEE  FHELERERREMABLNENEREN - EZFNaFEHMREE—PH
B EAEMUIENEER - BERBRARKRIN S ERFIMBRSE—DNHY -

(BRI ERE T R]

o PEFEMAPRIMELR: Tel: 886-2-2377-2323

e Web mail : http://www.trend.com.tw/corpmail/

e EmiiEEFEEE REEESH

o RHEIE: B—2BH , £49:00~12:00 F41:30 ~5:30 (AR B & EE /R H RN
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